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mOverview
A vulnerability that could permit malicious memory read access has been found in KW

Watcher. Opening a malicious KWW file could give an attacker read access to memory.

mAffected product

Name Software version
KW Watcher All versions

mCVSS score
CVSS:31/AV:L/AC:L/PR:N/UI:R/S:U/C:L/I:N/A:L Base score: 4.4

mDescription of vulnerability
A buffer error (CWE-119) in KW Watcher has caused a vulnerability that could allow

malicious read access to memory.

mThreat from vulnerability
An attacker might be able to exploit this vulnerability to infer information about a computer’s

memory map.

mCountermeasures

Please take steps to reduce or avoid the risks posed by this vulnerability.

mSteps to reduce or avoid risks
The following steps are recommended in order to minimize the risks posed by this

vulnerability:

* Do not open KWW files of unknown provenance.
+ If opening a KWW file causes a dialog describing an error such as a “File open error”
to be displayed or KW Watcher to terminate abruptly, please stop using the file in

question.
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